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Disclaimer

Presentation solely for educational purposes

Consult your Organization’s relevant personnel for questions or concerns regarding relevant 
laws and regulations discussed in this presentation

Views, thoughts, and opinions expressed are my own and do not necessarily reflect the views 
or positions of my employer, employer’s associated entities, and/or any entities I represent
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HIPAA
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History of HIPAA

▪ Health Insurance Portability Accountability Act

▪ Signed into law on August 21, 1996

▪ One of the most important healthcare laws in the US

▪ Amended numerous times:
o Privacy Rule

o Security Rule

o Enforcement Rule Effective Date

o Health Information Technology, Economic, and Clinical Health Act (HITECH), etc.
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HIPAA covered entities
Healthcare providers

(physicians, nurses, 
allied health 

practitioners)

Healthcare facilities

(hospitals, clinics, 
physician offices)

Health plans

HMOs,

Insurers

Healthcare 
information 

clearinghouses
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Why is HIPAA important to patients?
▪ HIPAA extends right to every patient whose information is collected, used, or disclosed by such      
covered entities

▪ It imposes duties on covered entities, and by extension, on all persons who work in or for 
covered entities to secure those rights

▪ It reaches even to business associates/vendors that handle health data on a covered entity’s 
behalf

▪ Enables them to take more control over how their data is used
o Privacy of health information

o Security of health data

o Notification of breaches of medical records

o Right to obtain copies of healthcare data
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HIPAA breach
▪ Unauthorized acquisition, access, use or disclosure of PHI which compromises the security or 
privacy of such information

▪ Visibility of HIPAA breaches increased due to reporting rules implemented through the HITECH 
act

▪ Can occur in multiple ways:
◦ Compute hacking

◦ Theft

◦ Improper disposal

◦ Loss of documentation

◦ Unauthorized access, etc
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▪ $6.2 billion in 2019

▪ Average cost of a single data breach costs a hospital as much as $4 million

▪ Variety of penalties ranging from $1000 to $1.5 million 

▪ Could also include personal fines and prison time (up to 10 years) in cases of willful neglect

▪ Costs to notify impacted individuals costs $560,000 on average

▪ Subsequent litigation and lawsuits associated with HIPAA breach average about $880,000

Financial stability as well as Organization’s reputation at stake!

National costs for HIPAA breaches
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Privacy rule
▪ Involves privacy standards related to the safeguard for protected health information (PHI)

▪ Applies to individually identifiable health information created or maintained by a covered 
entity

▪ PHI is “information, including demographic information, which relates to:
o  The individual’s past, present, or future physical or mental health or condition, 

o  The provision of health care to the individual, or

o  The past, present, or future payment for the provision of health care to the individual, and that identifies the individual or for 
which there is a reasonable basis to believe can be used to identify the individual. 

o  PHI includes many common identifiers” (HHS 2022)
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PHI
▪ Subset of what is termed “individually identifiable health information”

▪ PHI is health information that allows patients to be individually identified

▪ HCOs must protect patients’ health information and prevent unauthorized disclosure

▪ Information must be maintained in a secure manner

▪ Access to information should be limited to those who are caring for the patient and those who 
are authorized to view the information
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1. Names

2. All geographical subdivisions 
smaller than a state

3. All elements of dates (except 
year)

4. Phone numbers

5. Fax numbers

6. Electronic mail addresses

7. Social security numbers

8. Medical record numbers

9. Health plan beneficiary numbers

10.     Account numbers

11.     Certificate/license numbers

12. Vehicle identifiers and serial 
numbers, including license plate 
numbers

13. Device identifiers and serial 
numbers

14. Web Universal Resource Locators 
(URLs)

15. Internal Protocol (IP) address 
numbers

16. Biometric identifiers, including 
finer and voice prints

17. Full face photographic images and 
any comparable images, and

18. Any other unique identifying 
number, characteristic, or code (not 
code assigned by investigator to 
code data)

PHI
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Not PHI
▪ Data not associated with or derived from a healthcare service event (treatment, payment, 
operations, medical records) 

▪ Data not entered into medical records

▪ HIPAA does not apply to “research health information (RHI)” kept only in researcher’s 
records

▪ For RHI, ensure HRPP and other regulatory and financial compliance requirements are met
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Clinical Research
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Article in time magazine
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We may get a clue about Society’s attitude towards 
clinical research in general by looking at articles 
published during a particular period. “Time” magazine 
had “Human Guinea Pig” as cover on the issue dated 

 April 22, 2002!



Lessons from history
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1. Nazi experiments during WWII (1939-45)
 - Jews (religious-cultural minority)
 - Other minority groups (Roma)
 - Cognitively and physically impaired
 - Led to Nuremberg code (1947) – “voluntary consent of human subject absolutely essential”

2. Tuskegee Syphilis Study (1932-72)
 - African-American men
 - Sharecroppers (economically marginalized)

3. Willowbrook Hepatitis Study (1956-71)
 - Sick, cognitively impaired children

4. Jewish Chronic Disease Hospital (1963)
 - Sick older adults, many cognitively impaired
 

The commonality factor: vulnerable population



Ethical and regulatory framework for 
clinical research in the US
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THE BELMONT REPORT

1. Respect for persons

2. Beneficence

3. Justice

TIMELINE



Respect for persons: Informed consent
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✓ Process by which a subject voluntarily confirms willingness to participate in a particular trial

✓ Regulated by FDA regulations 21 CFR 50 and HHS regulations 45 CFR 46

✓ Location and timing of consent is important

✓ Elements of informed consent: 
▪ Information about the study (purpose, design, duration, procedures including experimental, randomization, etc.)

▪ Description of foreseeable risks/inconveniences/discomforts to the subject

▪ Description of potential benefits to subject or to others

▪ Description of alternative procedures or treatments available

▪ Explanation of confidentiality of records (HIPAA)

▪ Compensation, if any

▪ Responsibilities of the subject

▪ 24/7 helpline

▪ Name and person to contact for any queries



Beneficence and Justice

✓ Assessment of risks and benefits

✓ Goes beyond “do no harm”

✓ Maximize potential benefits while minimizing    
potential risks to participants

✓ Equitable distribution of burdens and benefits 

✓ Fair selection of subjects

✓ Social justice – no single group (based on race, class, 
gender, etc) unfairly targeted
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BENEFICENCE JUSTICE



Understanding research and human 
subject regulations decision



Understanding research and human subject regulations decision
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https://www.hhs.gov/ohrp/



The match!
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When are researchers covered entities?
▪ When they are also health care providers and engage in any of the covered electronic 
transaction

▪ Researchers are employees or other workforce members of a covered entity, they must comply 
with that entity’s HIPAA privacy policies and procedures
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Activities preparatory to research
▪ Covered entities may permit researchers to review PHI in medical records or elsewhere during 
reviews preparatory to research

▪ Use or disclosure is sought solely to review PHI as necessary to prepare research

▪ No PHI will be removed from covered entity during review

▪ PHI that the researcher seeks to use, or access is necessary for research purpose
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Research compliance measures
▪ Inform IRB about transmittal of data and storage of data

▪ If needed, perform IT risk assessment

▪ Secure research data

▪ Share de-identified data

▪ Use encryption if possible

▪ Have Data Use and Data Access Agreements, as applicable, with sponsors

24



Research HIPAA
▪ Along with informed consent, enrolled research patients sign Research HIPAA if PHI is used 
beyond treatment, payment or operations

▪ It includes who may use/disclose the PHI, the purpose, and a description of the information, 
along with expiration and revocation rights

▪ Informed consent covers risks/benefits of participation, whereas HIPAA authorization covers 
privacy risks of sharing information

▪ An IRB can grant a waiver, allowing the use of PHI without a signed authorization in certain 
waiver exception cases

▪ Research HIPAA elements can be bundled together into one document
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Checklist
▪ Informed consent 

▪ Research HIPAA

▪ IRB approval

▪ Share only de-identified data with sponsors

▪BAA/CTA/Operational agreements

▪ NDA/CDA

▪ DAA/DUA
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PHI Vs RHI

Source: Position paper of the University of California Systemwide HIPAA Implementation Taskforce 
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When may a resident disclose PHI?
▪ For Treatment, payment or operations (TPO)

▪ Required/permitted by law*

▪ With patient authorization

*Some Organizations may require a signed attestation from law enforcement officials, legal 
officials, coroner/medical examiners and health oversight agencies that do not produce a signed 
PHI release authorization from the patient. 
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Internal communications
▪ Can email PHI within an Organization’s email network as they have necessary privacy 
protections in place

▪ Good practice to include in the subject line [encrypt] to encrypt the email

▪ IT-approved servers

▪ Encrypted portable device/drive

▪ Dual authentication

▪ Smart phones:
o Secure mobile secures organizational email on smart phones

o Secure mobile does not secure or encrypt text messages, photos, etc. 
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Residents: is texting PHI permissible?
▪ No. Not secure

▪ Epic secure chat available for many residents in many Organizations

▪ Sender and receiver must use same organizational email or any Organizational-approved texting 
application
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Cloud storage
▪ No storing PHI in groupme, dropbox, azure, googledrive, etc since most of the HCO do not have 
BAAs with above

▪ If organization has Microsoft teams, use
o Onedrive

o channels
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Reporting 
▪ No retaliation for reporting in good faith!

▪ HIPAA violations need to be reported to Organization’s Privacy Officer, HIPAA Security Officer 
and/or Office of Compliance.

▪ Organizations’ HR may need to be involved in some cases
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Case studies
1) Oregon Health and Science University by HHS OCR

▪ Historical 2016 HIPAA settlement 

o $2.7M settlement

o Multiple breaches in 2013, including unencrypted laptops and a stolen USB thumb drive affecting over 7000 patients

o Absence of BAA with cloud storage provider

o Corrective actions: 3-year monitoring plan to improve polices and training

▪ 2024 HIPAA penalty

o Violated HIPAA’s “Right of Access” provision, failing to provide a patient with timely access to their full medical records, 
following a complaint in 2021

o $200,000 civil money penalty 

33



Case studies
2) University of Mississippi Medical Center (UMMC) penalized by the HHS OCR

o Stolen laptop containing PHI of 500 patients stolen, data unencrypted, password (generic) protected

o During investigation, OCR found more serious issues - failure of UMMC to adequately secure its wireless network from external 
access

o 67,000 files stored in an active directory, with 328 files containing ePHI

o OCR found shared passwords to files containing PHI

o Generic username and password not changed, potential access to data of 10,000 patients stored on one of UMMC’s network drives

o Multiple HIPAA violations: no policies and procedures to prevent, detect, contain and correct security violations, no 
comprehensive risk assessment done, insufficient physical controls, no unique identifiers/usernames

o  Breach Notification Rule violation (posted breach notice on website and issued notification to media)

o  $2.75M settlement

o Corrective action plan: to bring privacy and security standards up to the level required by HIPAA

34



Use of AI
▪ AI platforms may retain and/or reuse data 

▪ Platforms may not meet privacy and/or regulatory requirements

▪ Potential for de-identified data to be re-identified when combined with other data sources
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Match made in 
Compliance!
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Elements of a successful Compliance Program

HHS-OIG General Compliance Program Guidance | November 2023
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https://oig.hhs.gov/documents/compliance-guidance/1135/HHS-OIG-GCPG-2023.pdf#page=32
https://oig.hhs.gov/documents/compliance-guidance/1135/HHS-OIG-GCPG-2023.pdf#page=32
https://oig.hhs.gov/documents/compliance-guidance/1135/HHS-OIG-GCPG-2023.pdf#page=32


Organizational checklist
▪ Do you have policies and procedures relevant to the annual HIPAA privacy, security, and breach 
notification rules?

▪ Have all staff members read and legally attested to the policies and procedures?

▪ Have all staff members undergone annual HIPAA training?

▪ Do you have documentation of their training?

▪ Is there a staff member designated as the HIPAA compliance, Privacy, and/or Security Officer? 
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Best practices!
▪ Use of disclose PHI only for legitimate, work-related purposes, consistent with your 

Organization’s policies

▪ Limit your uses and disclosures of PHI to the minimum necessary to achieve work purposes

▪ Beyond any specific rules or practices, you must exercise reasonable and appropriate caution to 

protect the PHI under your control

▪ Access, use, and disclose PHI only for purposes of treatment, payment, and healthcare 

operations
o Bonafide provider-patient treatment relationship
o Do not access family records
o Do not access your own records
o Do not post PHI on social media
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Safeguard PHI!
THANK YOU. QUESTIONS?
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